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Etere is NOT Affected by PHP Core RCE Vulnerabilities

Recent reports have highlighted two remote code execution (RCE) 
vulnerabilities in PHP: CVE-2026-109618 and CVE-2026-109619. 
Following a throughout investigation, Etere confirms that its software is 
NOT affected.

We are committed to keeping your Etere Ecosystem secure and our IT security 
team investigates all reported vulnerabilities promptly to assess and identify any 
potential impact across our software. We confirm that Etere is NOT Affected by 
PHP core RCE vulnerabilities. 

About CVE-2026-109618 and CVE-2026-109619:

CVE-2026-109618: An out-of-memory error can interrupt PHP while request data 
is only partially initialized. During shutdown, PHP may use this invalid data, 
potentially leading to remote code execution (RCE). 

CVE-2026-109619: PHP may retain a reference to request memory after that 
memory has been freed. A subsequent request may use this stale reference, 
potentially leading to remote code execution (RCE). 
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About Etere

Since its beginnings in 1987, Etere has been preparing users for the 
future. Etere is a worldwide provider of broadcast and media 
software solutions backed by its mark of excellence in system design, 
flexibility, and reliability. The revolutionary concept of Etere 
Ecosystem promotes real-time collaborations and enhances 
operational efficiency across the entire enterprise. Etere Ecosystem 
software solutions manage the end-to-end media workflow and 
feature an integrative Web and Windows architecture that is 
customizable to fit perfectly in any system. 

Etere delivers on its service excellence commitment with a 24/7 
worldwide support and inclusive software updates. Its digital 
technologies and market-proven remote/on-site services such as 
consultancy, training, installation, and demonstrations are ready to 
run with your business no matter where you are. Etere enhances 
your adaptability for the future and empowers you with the most 
innovative software tools to drive your business to greater heights. 

To find a media management strategy that works for your business, 
visit www.etere.com 
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